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Chapter 1

Introduction

The history of cryptography dates back to Antiquity, where the ability to ex-
change messages in a secure way was linchpin to military or political success.
The central idea of cryptography is to transform a message so that only certain
individuals can access its contents. For everyone else, the encrypted message
is intended to be meaningless and useless. Unlike steganography, in which one
would try to hide the message in such a way that undesired readers wouldn’t
find it, a cryptographic scheme should retain its strength even under analysis.

Therefore, more and more complicated techniques were found, in order to
distort and transform the original message, with the hope that cryptanalysts
would fail to break the code.

Until recently however, all cryptographic schemes had a common weakness:
in order to communicate information securely, a secret had to be shared. Of
course, it is easier to share small secrets, small messages, than larger ones.
Therefore many methods rely on a small piece of information, the key, that
both parties agree upon before engaging in a more secure communication that
uses cryptographic tools and the key to protect a larger piece of information.

Early methods are said to be symmetric, because generally the same key is
used both to encrypt and decrypt the message. Why is that a weakness?

e If the key is found by someone else, the said person can decrypt all the
messages that have been sent ;

e Similarly, this person can forge messages using the key ;

e Eventually, the study of encrypted messages might enable someone to find
or guess the key.

Some workarounds are fairly straightforward: use complex keys and cyphers,
change them often. But the problem remains: how to share a secret in the first
place?

The modern answer to that question came with the advent of asymmetric
cryptography in the 1970s, also known as public-key cryptography. Within such
a framework, it is possible to build secure channels (Diffie-Hellman algorithm,
see below), to check the identity of the sender of a message, etc. Asymmetric



cyptography is now at the heart of everyday applications (smart cards, electronic
commerce...) as well as in civil and military activities.

Although a very powerful concept, it is not impervious to subtle or more
brutal attacks, and cryptographic schemes have to be cleverly designed in order
to avoid known pitfalls and shortcuts that would allow an attacker to break
the code. Research in this domain is thus very active, both in designing new
algorithms (cryptography) and in trying to weaken these algorithms by attacking
them (cryptanalysis). A general framework to devise asymmetric cryptographic
schemes is the theory of Elliptic Curve Cryptography (ECC).

Since its inception in the 1980s [20, 16], Elliptic Curve Cryptography (ECC)
is thought to be one of the most secure and powerful cryptosystems'.

ECC was first introduced because of its interesting group structure (see
section 2), which could readily be used in conjunction with many existing meth-
ods. Since recent years however, research has shown a vivid interest in using
the intrisic properties of elliptic curves. These additional properties were ini-
tially thought as weaknesses, but eventually, they enabled new protocols that
were impossible before. Pairings (see chapter 5) are a vibrant example, and are

becoming increasingly useful in elaborating new cryptosystems.

1.1 Organisation and aim of this document

In chapter 2, we recall basic mathematical definitions. In chapter 3, we briefly
introduce elliptic curves. This allows to explain in chapter 4 how point mul-
tiplication can be improved for curves on which an efficient endomorphism is
known. Considering the importance of cryptography, many methods to im-
prove the computation have been developped. We detail one of them, the GLV
method. Whereas in the previous chapters, the work is done using sums and
scalar-multiplication, in chapter 5 we work on pairings. Based on previous works
such as [13], we explain a method that allows to compute faster pairings. In
chapter 6, we adapt this method to curves of degree 12.

1.2 Acknowledgements

The authors would like to express their most respectful gratitude to Damien
Vergnaud for supervising this work, bringing new perspectives to our avid cu-
riosities, and providing us with this extraordinary opportunity to delve into a
bleeding-edge topic. We thank him for all the time he has spent helping us and
for his patience in this task. He has allowed us to discover a field we had barely
heard about and to apply algebra we had learnt in classes préparatoires in a
different context. Thanks to his efforts it has been an enriching experience.

We also thank M. Lamoureux for his enthusiast support and trust, and for
his communicative liking of Mathematics as a discipline.

I The National Security Agency of the United States of America recommends it in sensitive
applications: http://www.nsa.gov/ia/programs/suiteb_cryptography/index.shtml
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Chapter 2

Mathematical background

In this chapter we recall basic definitions of algebraic structures. We are essen-
tially interested in finite fields (also known as Galois fields).

2.1 General notations

When a and b are integers, we denote by a |b that a divides b. Conversely, a 1 b
means that a does not divide b. When a and b are congruent modulo n, we shall
write a = b (mod n). The greatest common divisor of two numbers a and b is
the largest number ¢ such that ¢|a and c|b, and is noted ged(a, b).

2.2 Groups, rings and fields

Definition 1. Let G a set such that G # 0 and let + a binary operation on G.
(G,+) is said to be a group if:

e + is associative: Vx,y,z2 € G, z+ (y+2)=(x+y)+ 2z ;
e GG has an identity 0 e G : Vx € G, O+x=x=2+0

e cvery element x € G has an inverse element y € G : x +y=0=y + z.
The inverse of x is noted —x.

If for any two x,y € G, x +y = y + x, then G is said to be abelian (or
commutative) ; otherwise G is said to be non-commutative.

Definition 2. Given a group G noted additively, a generating set S not con-
tained in any proper subgroup of G is such that :

Ve e G,z = Zay.y

yeS
where ay is an integer such that ay.y =y + ... +y
—_—

ay times
An element of S is called a generator of G. If G can be generated from only
one element, then G is a cyclic group.



As an example, (Z/nZ,+), the numbers modulo n with the usual addition
law, form a group. This group is commutative and cyclic. Any number d prime
with n is a possible generator of G.

Definition 3. A set R equipped with two binary operations + : R X R — R and
-t R X R — R called addition and multiplication is a ring when:

e (R,+) is an abelian group ;

e (R,-) is a monoid : multiplication is associative, has an identity 1 such
that 1-a=a-1=a holds, and for all a,b € R, a-b € R.

e The operations are distributive :

Va,b,c€ Rya-(b+c)=(a-b)+ (a-c)
Va,b,ce R,(a+b)-c=(a-c)+ (b-c)

As for groups, a ring R is said to be a commutative ring if for any two elements
a,be R, a-b=>b-a.

As an example, Z/nZ is a commutative ring.

Definition 4. Let G a set such that G # () and let + and X two binary relations
on G. (G,+, X) is said to be a field if :

e (G,+) is a commutative group of neutral element 0 ;
e (G\ {0}, x) is a commutative group ;

o X is distributive over +: Vx,y,z € Gz X (y+2) = (z X y) + (x X 2) and
the commutative version

As an example, Z/pZ, where p is a prime number, is a field.

Definition 5. The order of a group G is the number of its elements if the set
if finite (or oo otherwise). It is written #G.

The order of an element = € G is the order of the subgroup of G generated
by x. If the order s of x is finite, then s is the smallest non-negative integer
such that s -z =x+---+z=0.

————
s times

The characteristic of a ring (R, +, ) with identity 1g is the order of 1g in
its additive group (R,+), that is to say the smallest non-negative integer s such
thatisle—l——l-lR:OR

—_——
s times

A field which has a finite number of elements is naturally called a finite field,
and has an order ¢ that is either prime or some power of a prime number. A
finite field of order ¢ is noted' F,. Unlike groups and rings, any finite field is
known to be commutative (Wedderburn’s little theorem).

Finite field theory is a rich domain that has at least a journal of its own?.

Definition 6. Given a finite field F,, with p a prime and an integer m > 1, the
field F,m ts called an extension field of the subfield F,.

Elements A € Fym can be represented by polynomials A = Q1™ 4
-+ 4 apx® with a; ekF,fori=0,...,m—1.

ISage [27] uses the notation GF(q), which stands for “Galois field”.
2http://www.journals.elsevier.com/finite-fields-and-their-applications/
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2.3 Quadratic field

Definition 7. Algebraic integers of the form a+ b\/d, where d is not a square,
form a quadratic field which is written Q[v/d]. If d > 0, the field is called a real
quadratic field and if d < 0, it is called an imaginary quadratic field.

Definition 8. The discriminant of the quadratic field Q[v/d) is

b {d ifd=1 (mod 4)

4d  otherwise



Chapter 3

Elliptic Curves

Elliptic curves on finite fields (see fig. 3.2) are of particular interest, far beyond
their origins: they were instrumental in proving Fermat’s last theorem, they lie
at the core of the Birch-Swinnerton-Dyer conjecture (one of the Millenium Prize
problems), power algorithms for fast factorization of integers, provide methods
of sphere packing in high dimensions and, last but not least, elliptic curves are
key to modern cryptography.

In this chapter, we define elliptic curves and some related notions. We do
not aim at providing a complete overview of this topic, which is incredibly large,
but rather focus on some key aspects underpinning our discussion.

3.1 General definitions

There are many different definitions for elliptic curves, one of which is :

Definition 9. An elliptic curve over a field K is a non-singular complete curve
of genus 1, with a distinguished point “at infinity”.

When the characteristic of K is not 2 or 3, as is the case in the following
discussion, it can be realized as a plane projective curve :
An elliptic curve E over K is defined by an equation of the form y? = 23 +az+b,
a,b € K (Weierstrass equation), with a distinguished point Ps'.

Definition 10. Let E be an elliptic curve defined over a finite field F,, and r

a number prime to q such than r | #E(F,), and k € N minimal with r | (¢* —1).

The number k is called the embedding degree with respect to r for the curve.
In some conteats, k is also called the security multiplier [24].

Definition 11. An endomorphism ¢ over an elliptic curve E in F, is a map
E — E. An efficient endomorphism is an endomorphism that can be computed
fast, as compared to point doubling. The Frobenius map:

T (z,y) = (29, y7)

is an efficient endomorphism.

ISome authors use other notations for this point: 0, O, O, oco...
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Figure 3.1: Two different elliptic curves considered in R.

3.2 Abelian group structure

An operation of addition can be defined over elliptic curves, equipping them
with an abelian group structure, where the point at infinity is the identity.

3.2.1 Addition operation

Consider two points P and @ of an elliptic curve £. Computing P+ Q on E
can be understood geometrically.

In the general case, One can draw the line [ through P and @, then [ crosses
E at an other point R. P + @ is obtained by taking the (vertical) line between
R and P..

There are a few special cases that have to be dealt with. These cases are
represented in figure 3.2.1 :

o if P = (), the line through P and @ is the tangent to the curve F in P.
The rest of the computation is similar.

e if the line [ through P and @ does not cross E in a third point, we introduce
the "point at infinity" P, and we consider that P + @ = P...

e if Q = Py, (the symmetric case works the same), P + Py, = P.
e if [ is tangent to F in @, then R = Q.

We obtain a group (E(F),+) where the point P, at infinity is the neutral
element and where the inverse of a point P is its vertically symmetric point on
the curve.

We can then compute n- P = P + --- + P with P a point on the considered

n times
elliptic curve and n an integer. This operation, known as point mutiplication, is
crucial in many applications and we devote chapter 4 to a method that computes
it efficiently.

Definition 12. Given m € Z, P is called an m-torsion point of E if it is a
point of order m in E. That is to say : m - P =0 with O the neutral element.
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Figure 3.3: Sums on an elliptic curve. Four different cases are presented, the
general one (1), when @ = R (2), when P = —Q (3) and when P = Q = R (4)

The m-torsion subgroup of E, denoted by E[m], is the set of m-torsion points
of E.

When we consider elliptic curves on finite field, the construction of the ad-
dition carries on, with divisors (see section 3.3) and functions playing the role
of lines.

3.3 Divisors

Definition 13. A divisor D € Div(E) is a formal sum of points on the elliptic

curve B :
D= ap(P)
PeE

with ap € Z and ap = 0 except for finitely many P € E. The degree of D is
the number

deg D = Z ap

PcE

Naturally, the divisor of a product is the sum of the divisors, so that Div(E)
has a group structure.

Definition 14. Given f a function defined on the elliptic curve E, the divisor
of f is:
div(f) = ordp(f)(P)
PcE
where ordp(f) is the order of the zero (or the pole) which f has at the point P
and it is positive if P is a zero and negative otherwise.

Definition 15. Let D be a divisor. If there exists a function [ such that
D = div(f), then D is said to be a principal divisor. Principal divisors are
of degree 0.

The set of principal divisors is a subgroup of the group of divisors.

If D = ZPEE ap(P) is a principal divisor, for any function f such that
div(f) and D have disjoint supports, we define f(D) as

f) = 1 rp)er

PecE

11



As an example, if ax + by + ¢ = 0 is the equation of a line passing through
points A and B (where A # +B), crossing the curve at a third point C, then
f(x,y) = ax + by + ¢ has exactly 3 zeroes, which are exactly A, B and C, and
a pole of order three at infinity. Therefore the divisor of f is D = (A) + (B) +
(C) — E(Px). Naturally, D is principal.

Definition 16. Let A and B be two divisors. They are said to be (linearly)

equivalent, and we write A ~ B, when their difference A — B is a principal
divisor, that is to say:

A~B & 3f A=B+div(f)

3.4 Pairings

At first, pairings were introduced as a tentative approach to solve the discrete
logarithm problem (DLP) by Menezes, Okamoto and Vanstone [19]. The Tate or
Weil pairings (see below) for instance map the discrete logarithm in a subgroup
G of the group of points of an elliptic curve E(F,) to the discrete logarithm in
IF %, where more efficient methods can be used: this is the basis of the Frey-Riick
attack [9].

Pairings have since found many interesting applications in building cryp-
tographic solutions, such as extensions of the Diffie-Hellman protocol for mul-
tiple parties (see section 5.1), identity-based cryptography (see section 5.2),
self-blindable credentials [30] or short signatures [4].

We describe the Weil and Tate pairings. The first one is historically relevant,
but has poor performance compared to the Tate pairing, on which our work
focuses.

3.4.1 Definitions

Definition 17. Given G1 and Go groups noted additively and G a group noted
multiplicatively, there exist P and Q generators of Gy and Go respectively. A
pairing is a map e : Gy X Gy — G that has the following properties :

e it is bilinear : Va,b, e(aP,bQ) = e(P,Q)%
e it is non-degenerate : e(P, Q) # 1

3.4.2 Weil pairing

Definition 18. Let E be an elliptic curve defined over a field K and | € Z
which is prime to char(K). Let P,Q be two l-torsion points on the curve and
Dp,Dg two divisors with disjoint support such that:

Dp ~ (P) = (Px) and Dq~(Q)— (Px)
There are two functions fi_ p and fi o such that div(f; p) =1Dp and div(f o) =
IDg. The Weil pairing is given by:
_ fur(Dg)
fi.o(Dp)

Note that the functions f; p and f; ¢ are unique up to a constant and that
the value of the pairing does not depend on the choice of these functions.

el(P7 Q)

12



Example

Consider the elliptic curve E : y?> = 23+ 3x defined on Fq;. The group structure
of E(IFq1) is cyclic, therefore all points are linearly dependent, therefore the Weil
pairing of any two points of this curve is 1.

Now let’s consider the quadratic extension 1,2, which is obtained by defining
the endomorphism

¢ : Fll"’ — Fllz

where i? = —1. If P is a point of E(FF1;) different from P, then one can check
that ¢(P) ¢ E(F11). Hence P and ¢(P) are linearly independent. If P is an
m-~torsion point, then

m- P = Py
m - ¢(P) =¢(m - P)
- P,

which proves that ¢(P) is also an m-torsion point (¢ is a distortion point). We
can therefore compute the Weil pairing of P and ¢(P). For instance, let’s take

P =(3,5)
Q=9¢(P)
= (-3, 5%)
= (8, 50)
and observe that P (and Q) are of order 3. We further choose
P’ = (6,6)
Q' = (9,61)

yielding different points P’, P+ P/, T and T + T’. In order to compute the
Weil pairing, we need two rational functions f4 and fp such that

div(f4) = 3(P 4 P') — 3(P")
div(fs) =3(Q + Q") — 3(Q")

For instance,

o (y 422+ 7)(y + 5z + 8)x
AT T @+ 10)(y + 102)2

f (y+2ix+4i)(y+5ix+3i)
B =

(y + diz + 2i)(y + 8iz + 10i)
Now the Weil pairing can be computed in a straightforward way:
_ 1A@Q+Q)f5(P)
fa(@)fe(P + P')
_ a(4.100)£5(6.6)
fA(gv 61)f3(77 1)
=5+8&
Observe that (5+8i)* =1 : e3(P, Q) is a third root of unity in Fy;.

63(P, Q)
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Properties

Theorem 1. Let P, P;, P, and Q,Q1,Q2 be n-torsion points of E, the Weil
pairing e, satisfies the following properties:

e bilinearity:
en(Pl + PQaQ) = en(PhQ)en(PZaQ)
en(P, Q1+ Q2) = en(P,Q1)en (P, Q2)
e alternation:

en(P, Q) = en(Q’P)_l

e non-degeneracy:

if en(P,Q) =1 for all Q then P = Py,

o compatibility:

Pe E[nm],Q S E[?’l] = enm(P7 Q) = en(m - P, Q)

3.4.3 Tate pairing

In the following, we write F; = I, \ {0}. Let p be a prime number and ¢ = p™
for some positive integer m. We consider an elliptic curve I over a field .

Let E[l] be the I-torsion points of E, with [ coprime to ¢, [ | #E(F,). Let k
the embedding degree of E, that satisfies

I (¢"—1) and 11(¢F—1) for0<s<k
Let P € E[l],Q € E(Fu)/IE(Fu), let’s define
Ap ~ (P) — (Px)
Ag ~ (Q) = (Peo)
and a function fp such that div(fp) = n.Ao.

Definition 19. The Tate pairing of P and Q is defined as follows:

tl(P7Q) = fP(AQ)

Note however that this number is very often raised to the power (¢* — 1)/l so as
to obtain a unique value. This value is often called the modified Tate pairing.

As mentionned in the section devoted to divisors, this definition makes sense
only if Ag and div(fp) have disjoint supports. In order to ensure this property,
let’s choose R € E(F,+)[l]. Then the following lemma holds:

Lemma 1.

GERS o

14



Proof. Since 1(Q + R) — 1(R) has degree 0, > ap-P=1-(Q+R)—-1-R =
Q + R — R = Q. Therefore:

(Q+R) - (R) ~ (Q) — (Px)

We can thus define the Tate pairing as
fr(@+R)
t(P,Q)=——F+——
P =)
This formula holds Assuming that =R and £(Q + R) are not in the support of
div(fp), which happens with negligible probability. O

Example

As previously, consider the elliptic curve E : y? = 2% 4 32 over F;;. We use
Miller’s algorithm for the Tate pairing (see section 5.6), with points

P =(1,9)
Q= ¢(P)
= (10, 9i)

and [ = 6. Indeed 6] (112 — 1) but 6 { (11 — 1)).

We find a value of the Tate pairing equal to 2 + 7:. In order to get a unique
representant, this value has to be raised to the power (112 —1)/6 = 20. In that
case, (2 + 7i)%° = 5 + 3i, which is a third root of unity.

Properties

Theorem 2. Let P, P, P, € E(F,)[l] and Q,Q1,Q2 € E(Fy)[l]. The Tate
pairing t; satisfies the following properties:

e bilinearity:

(P + P, Q) = ti(P, Q)i (P, Q)
tl(Ple + QZ) - tl(Ple)tl(Pv QQ)

e non-degeneracy:
if ti(P,Q) =1 for all Q then P = Py

e compatibility:

P € B(F,)1,Q € E(Fy)[hl) = t(h- P,Q) = (P, Q)"

The following lemmas are immediate consequences of this:
Lemma 2. For each P # P, there exists Q € E(F)[l] so that t;(P,Q) # 1.
Lemma 3. Let P € E(F,)[l], Q € E(F)[l]. For any a € Z,

tl(a' PaQ) = tl(P7Q)a = tl(PaQ)

15



Bilinear pairings from the Tate pairing
Ell] is not a cyclic group of order I. This deficiency can be remedied in two
ways [18]:

e If F is supersingular with & > 1, one can always choose a point P of order
! and and endomorphism ¢ such that ¢(F) ¢ (E) (a distortion map), an
define é(Q, R) = e(Q, ¥(R)) defined over (P) x (P).

e If F is ordinary and k£ > 1, no such distortion map exists. However, one
can choose points P € E(F,) and @ ¢ E(FF,) of order [, and define é over
(P) x (Q) by the restriction é(P, Q) = e(P, Q).

3.5 Complex multiplication

Complex multiplication of elliptic curves was developped in the early 20th cen-
tury, and connects together several ideas in Algebra: imaginary quadratic fields,
modular functions, endomorphism rings... This theory is especially rich in that
it provides a bridge from abstract algebra to practical, implementable, algo-
rithms. In fact, the only general and efficient algorithms to generate elliptic
curves with prescribed properties (as the one we use in the following chapters)
ultimately come from the theory of complex multiplication [7].

3.5.1 Isogenies and endomorphisms

Definition 20. An isogeny between curves Fy and Ey is a morphism that sends
Py, (on Ey) to Px (on Es). Such a mapping is a group homomorphism. The set
of isogenies forms a group under addition which is denoted Hom(E1, Es). The
set End(E) = Hom(E, E) becomes a ring under the multiplication law given by
composition. Elements of End(FE) are called endomorphisms of E.

For each m € Z, we can define the multiplication by m map
[m]:E—FE
P—-m-P
This map is an isogeny. Therefore there is an injection
[]:Z < End(E)

When this map is not an isomorphism, that is to say Z C End(FE) strictly,
we say that E has complex multiplication.

3.5.2 Example

Let E : y?2 = 2% + z be an elliptic curve over some field. Aside multiplication
by integers, one can define

i]:E—E
(m,y) = (_$>iy)

where i> = —1. This endomorphism is a genuine new element [i] (that can also
be noted [v/—1]), so that E has complex multiplication by Q[i].

16



3.5.3 Finite fields, Frobenius endomorphism and the Hasse
bound

The Frobenius endomorphism on elliptic curves defined over a finite field is also
an endomorphism that differs from multiplication. Therefore all elliptic curves
on finite fields have complex multiplication.
Hasse showed that the Frobenius endomorphism 7 of I, satisfies the quadratic
equation
w2 —tr4+q=0

with discriminant D = 2 — 4¢ < 0 and ¢ is called the trace of the Frobenius
endomorphism. Since the F,-rational points E(FF,) are precisely Ker(m — id),
and 7 — id is separable, Hasse deduced that the cardinal of E(F) is given by
N(m—1)=q+1—t. This gives the Hasse bound:

q+1-2/g<#E[F,) <q+1+2\/4q

Definition 21. An elliptic curve E defined over a field of characteristic p is
said to be supersingular when p|t. Otherwise it is said non-supersingular, or

NSS.
As an example, the curve E : 42 +y = 23 + 2 + 1 defined over Fy is super-

singular [18].

3.5.4 Constructing curves

The main use of complex multiplication in cryptography is that it enabled the
construction of elliptic curves with known properties, for instance the number
of points can be known in advance.

Let p be a prime number and g = p™, let D < 0. By Hasse’s theorem,

4qg =t? —u’D

has a solution with integers ¢ and u. Therefore the cardinal of elliptic curves
over F, with complex multiplication by Q[v/D] is

#E(Fq)ZQ+1_t

Building on this observation, several algorithms such as the one attributed
to Cocks and Pinch (see section 5.3.2) have been constructed.
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Chapter 4

Fast point multiplication
using efficient endomorphisms

4.1 DMotivational example: Diffie-Hellman key ex-
change

Point multiplication — the operation of computing k- P — is a core operation
in most cryptographic protocols that use elliptic curves. A fast computation is
needed for practical use, especially in key-agreement protocols such as Diffie-
Hellman key exchange.

This protocol provides a way to construct a shared key, that can then be
used for communication between two individuals, Alice and Bob. Alice has a
key a, Bob has a secret key b. They keep this information to themselves, and
agree on a group generator g, for instance g € E[F,] for some elliptic curve.
Alice generates a public key A = a - g, Bob generates a public key B =5-g.

They share their respective shared keys with one another. Alice can now
compute a- B =a-(b-g) = ab- g and Bob can compute b- A =b-(a-g) =
ba - g = ab - g. This group element is the shared key.

The security of this protocol relies of the hardness of the discrete logarithm
problem (DLP): given P and z - P, it should be computationally hard to find «.

Alice Public zone Bob

B* =22 Al =22

Table 4.1: Example of the D-H key exchange protocol on G = Z/pZ* = (g)*.
Both parties agree on k = 22.

In fact, the hardness of the DLP depends on the choice of the underlying
group: we ought to use groups for which it is believed the DLP is indeed hard
to solve. This is why elliptic curves are interesting in such applications, because
there is no known generic algorithm that performs better than exponential-time
in general.
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B=g¢"
Alice Bob
| |
B¢ Ab

Figure 4.1: Diffie-Hellman key exchange agreement protocol, see table 4.1.

4.2 Double-and-add method

A simple method to compute k - P is to write k in its binary form and perform
essentially point-doubling operations — computing 2P — and additions. This
method simply builds on the rewriting

(ni7...,n0)2-P:ni(2><2i_1)-P+(ni—1,...,n0)2-P

that leads to a straightforward, recursive algorithm. It can be implemented in
interative form.

Algorithm 1 Double-and-add algorithm for point multiplication
P+ P
Py+ng-P
for j =i/ 0do
n; < the i-th number of £ in binary form
P +2-P
if n;, =1 then
P+ P+ P
end if
end for
return P,

If the binary form of k is sparse (low Hamming weight), then there are few
point-doubling and additions to actually compute. At any rate, computing k- P
for small values k is much more efficient than for large values of k.

4.3 The Gallant-Lambert-Vanstone method

The Gallant-Lambert-Vanstone method [11], or GLV method, is another tech-
nique aimed at simplifying point multiplication that builds on the observation
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above. It relies on the existence of an efficient endomorphism of the curve, that
is to say a rational map ¢ : E [F,] — E[F,] that can be evaluated “fast”, as
compared to point-doubling and uses this endomorphism to break a big multi-
plication into smaller, faster ones.

Endomorphisms on elliptic curves include the negation map P — —P, the
multiplication map P — k- P and the Frobenius map P = (z,y) — (29, y9).
Exponentiating to the g-th power is a linear operation in Fg», therefore the
computation of the Frobenius map is indeed fast and many methods rely on
this fact. The GLV method enables one to use general endomorphisms as well
in order to speed up computation.

4.4 Presentation of the GLV algorithm

Suppose we have to compute a point multiplication k- P, for a given integer k and
point P on the elliptic curve E, and suppose we have an efficient endomorphism
¢ that satifies ¢(P) = AP for some A. In the following, ¢ satisfies x(¢) = 0
where x(X) = X2 +7X + s has \ as one of its roots.

4.4.1 First stage: decomposition of k

The first stage of the algorithm is to decompose the problem as follows:

kP = (ki + ko)) P
=k -P+k\N-P
:kl'P+k2~¢(P)

We need to find k1 and ko. In order to be efficient, these numbers both have
to be as “small” as possible. We note f : (i,7) — i+ Aj and K = kerf, which is
a sublattice of Z x Z. The problem is to find b1, b two integers and vy, vy two
linearly independent vectors of K such that

(u1, Ug) = (]{)70) — (bl’Ul + bQ’UQ)

is “short”. Then if we set (k1,k2) = v we have k = k1 + Akg, and the decompo-
sition is found.

Theoretical bounds on the decomposition
Sica et al. [25] observe that this leaves some room to define this criterion on uy
and ug as minimizing

|(u17u2)‘ = max{|u1|, |u2|}

on which the original GLV paper focuses, leading to the “shortest” vector and
found using an Euclidean algorithm, or minimizing

{(u1,u2)) = \/u% + su3 — rujus

which gives the “smallest” vector. This last norm comes from the group homo-
morphism (7, 7) — i + j¢ € Z[¢], which is a normed ring [25]. These two norms
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are related but the last one has a straightforward geometrical interpretation,
and they use an embedding of Z[¢] in C to prove the following tight bound [25,
Lemma 2, Theorem 3, Theorem 4] :

lul < kv/n
where A < 0 is the discriminant of P,

2R\/s - V=A

VIA] 4

R {VG_A—AI if r is odd,

and
1
L{f if r is even.,
As a consequence, the GLV method can only produce short vectors when A

is small and k < 1.

Gaussian algorithm for lattice reduction

In the original paper [11], an Euclidean algorithm is used to find the values k;
and ko. Sica et al. [25] suggest the use of a Gaussian reduction algorithm, which
has average constant time.

We give here a description of this algorithm. Given a lattice over the complex
plane £ = { u + pv|A, u € Z}, where (u,v) is a pair of R-linearly independent
elements of C called a basis. The Gaussian algorithm for lattice reduction
provides a way to find a reduced basis (see fig. 4.2), which is made of two short

vectors.

Figure 4.2: A lattice and two of its bases. The first basis is skew and the other
one is reduced. [6]

We note z = v/u and restrict our attention to lattices generated by a basis
of the form (1,z), a simple similarity transformation would yield the original

lattice £. Furthermore, define:
B={zeC[R(z)| <1}

p—{secm(7) =1}
v (L r(2)])

Given a complex number z € D, the following algorithm returns a value
z' € B\ D, so that (1,2) is a minimal basis |6].

and the transformation
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Algorithm 2 Centered Gaussian algorithm [6]
while z €D do
z+ U(z)
end while

4.4.2 Second stage: multi-exponentiation

The relevance of the previous decomposition is that simultaneous multiple point
multiplication can be efficiently computed. Let u,v be integers represented in
their binary form (u;—1,...,ug)2 and (vi_1,...,v0)2, P, @ be two points on an
elliptic curve and w € N the window width. The following algorithm computes
R=uP+vP:

Algorithm 3 Simultaneous multiple point multiplication [11]
Compute iP + jQ for all i,5 € [0,2* — 1]

d + [t/w]
Write u = (u?~!,... u®) where each v’ is a bitstring of length w
Write v = (v?~1,...,0°) where each v’ is a bitstring of length w
R+ o0
for i=d—-1\,0 do
R+ Z"R
R+ R+ (u'P+'Q)
end for
return R

Therefore, assuming that the bitlengths of k; and ks in the GLV method are
indeed small, less point doubling operations occur than would have if kP was
directly computed.

4.5 Examples

In the original GLV paper [11], several examples are provided so as to illustrate
what is meant by efficient endomorphisms. It is noteworthy that these exam-
ples are exceptional in that Z[¢] is principal and maximal [25] for all of them.
Therefore there exists an element v € Z[¢] such that its norm is n, and (v, v¢’)
form a Gaussian reduced basis of K.

Example 1 [25, Example 1|[11, Example 3] Let p = 1 (mod n) be a prime.

Define an elliptic curve E; over F, by y* = 2® + az. The map ¢ : (z,y) —

(—z, By), where 8 is an element of order 4, is an endomorphism of E; that

satisfies ¢ + 1 = 0. Therefore the theoretical bound on u = (ky, k) is |u| <
n/2.

Example 2 [25, Example 2][11, Example 4] Let p = 1 (mod 3) be a prime
and define an elliptic curve Ey over F,, by y? = 2 4+ b. Let v be an element of
order 3 and define the map ¢ : (z,y) — (yz,y), which is an endomorphism of F,
satisfying ¢ + ¢+ 1 = 0. Therefore the theoretical bound on u is |u| < v/7n/3.
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Chapter 5

Pairing computation on
elliptic curves with efficient
endomorphisms

Scott [24] has designed a method for fast computing of pairings on some classes of
elliptic curves of embedding degree 2. Ionici and Joux [13] extend this approach
to classes of elliptic curves of small embedding degree (2, 4 and 6) which have
an efficient endomorphism.

Indeed, the basic algorithm used in pairing computation was given by Miller
(see section 5.6), and it is an extension of the double-and-add method for finding
point multiples. Therefore, using efficient techniques for point multiplication
(see chapter 4) leads to more efficient algorithms.

5.1 Motivational example 1: Diffie-Hellman re-
visited

In chapter 4 we described the Diffie-Hellman key exchange protocol. Suppose
that three participants (A, B and C) want to agree on a common secret K4 g ¢
in a single pass: each participant is allowed to talk only once, and broadcast
some data to the other two.

In standard D-H, all the participants choose a random number (their private
key) that they keep to themselves: a, b and ¢. They agree on some elliptic curve
FE and some point P, and compute

Pi=a-P
Pg=0b-P
PC:C-P

and broadcast these values (their public key). They can then use some function
F such that

F(a,Pp,Pc) = F(b,Pa, Pc) = F(c,Pa,Pg) = Ka B.c

The question is: how to find such a function F'?7
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Using Tate pairings, Joux proposes the following method [14] (improved by
Verheul [29]): choose two independent points P and @ and broadcast (P4, Q4),
(Pp,Qp) and (Pc,Qc¢). For any two divisors Dy and Dy, define

F(z, D1, Da) = t,(D1, D2)*
then A, B and C' can respectively compute

K, =F(a,(PB) — (@), (Pc + Qc) — (Px))
Ky = F(b,(Pa) — (Qa), (Pc + Qc) — (Px))
Pp) — (@), (Pa+Qa) — (Px))

Thanks to the properties of the Tate pairing, the order in which the two other
parties broadcast their public keys is not important

Ky = F(a,(Pc) — (Qc), (P + QB) — (Px))
Ky = F(b,(Pc) — (Qc),(Pa+Qa) — (Px))
Pa) = (Qa), (Pp +Qp) — (Px))

These three keys are equal, their common value being

Kapc=F(1,(P)-(Q),(P+Q)— (Pm))abc

This method is not only an extension of D-H to three parties: thanks to
pairings, it works in a single round, and opens the door to many refinements.

5.2 Motivational example 2 : Identity-based en-
cryption

Public keys can be quite cumbersome to store and use: since they mostly look
like a random sequence of numbers, there is no simple way to ensure that Bob’s
public key is indeed Bob’s. A common solution is to invoke some third party that
certifies a given key. This in turn requires a trustworthy certificate management,
and some precautions need to be set.

Identity-based encryption (IBE) was proposed by Shamir as an open question
in 1984: instead of meaningless sequences of numbers, can we use arbitrary
character strings as public keys?

For instance, Alice would use “bob@company . com” to encrypt a message des-
tined to Bob. There is no need for Alice to obtain any certificate. When Bob
receives the message, he contacts a third party called the Private Key Generator
(PKG). He authenticates himself to the PKG and the PKG gives Bob a private
key he can use to decrypt the mail.

Of course, since the PKG knows Bob’s private key, he has to be trusted
to some degree. The first fully-functional, pratical identity-based encryption
scheme was proposed by Boneh and Frank and relies on the Weil pairing [3].

Advantages and uses of such a system are very diverse and constitute an
active research area:
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e Revocation of public keys: certificates are generally valid until some ex-
piration date — in an IBE system such a functionality can be realized by
having Alice send Bob a message she encrypted with “bob@company.org,
current-year”. Each year, Bob would have to obtain a new private key
from the PKG — Alice has nothing to do [3].

e User credentials: in the same fashion, managing user credentials is straight-
forward by having Alice use as a public key “bob@company.com, current-year,
clearance: secret”. The PKG grants or revokes user credentials, and
manages key expiration.

e Delegation: suppose Alice encrypts a mail to Bob using the subject line
as the key (e.g. “marketing”; “human-resources”...), and suppose Bob has
many assistants responsible for those different tasks. Then each assistant
can decrypt the messages that falls within its responsibilities, but cannot
decrypt messages intended for other assistants [3].

Essentially, IBE algorithms build on four algorithmic primitives:
e setup

— Input: security parameter

— Output: master key, public key
e extract

— Input: master key, user ID

— Output: user private key
e encrypt

— Input: public key, user ID, message

— Output: encrypted message
e decrypt

— Input: user private key, encrypted message

— Ouput: message (or error because of invalid key)

In Boneh and Franklin’s original paper [3], they use Weil pairings to write the
encrypt and decrypt primitives.

5.3 Generating pairing-friendly curves with em-
bedding degree k

5.3.1 p-value of a curve

The best known algorithms for computing discrete logarithms on generic elliptic
curves have complexity O(/7), where r is the order of the group. In the multi-
plicative group of a finite field, the index calculus algorithm solves the DLP in
sub-exponential time. Therefore, in order to achieve the same level of security
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in both the elliptic curve subgroups and in the finite field subgroup, we need to
choose ¢* > r, or equivalently we want p - k to be as small as possible, where
the p-value of a curve is defined as [1, 13]

log q
P= toar
ogr
Small p-values may speed up arithmetic on the elliptic curve, while large p-

values enable faster pairing evaluation. By the Hasse bound, |#E(F,) —q+1| <
2,/q, p is always at least 1 (see [8, Table 8.2]).

5.3.2 The Cocks-Pinch method

In order for the DLP to be hard, elliptic curves should have large prime order
subgroups. If chosen at random, such curves may have arbitrary embedding
degree. For practical implementations, we need this degree to be small.

The Cocks-Pinch method, used in [13], constructs curves with a large prime
order subgroup and a small value of the embedding degree. However, these
curves have a p — value close to 2: p is too large compared to r.

In order to generate a pairing friendly curve, we are looking for p, r, k, d, t
and y such that

r|ny? + (t —2)?
rlpk—1
t2 4 ny? =4p
If we choose a small k, r a prime number, a discriminant n and k| (r — 1),

then the Cocks-Pinch algorithm provides the numbers p and ¢ such that there
is a curve over F, with p + 1 — ¢ points, where | (p + 1 —t) and r| (p* — 1).

Algorithm 4 Cocks-Pinch algorithm
Choose ¢ a primitive k-th root of unity in F,
Choose an integer t = g+ 1 (mod r)
if ged(t,n) # 1 then

Choose another g
end if
Choose an integer yg = i% (mod r)
j<+0
repeat
P (8 +nlyo +jr)%) /4
j—j+1
until p is prime
return p and ¢

This method has several advantages [8] : it works for any k, for almost any
CM discriminant and r is chosen in advance.

5.4 Preliminary results

We are working on an elliptic curve ' defined over a finite field F, with neutral
element P.,, we give ourselves a function f; ¢ defined for any r-torsion point
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and integer 7 with divisor

div(fr,@) = k(Q) = (kQ) = (k = 1)(Pes)

Lemma 4. Let i and j two integers, let P an r-torsion point on E, let [ be the
line through iP and jP, intersecting E at one other point R, let v be the line
through R and Ps. Then we have the following results :

div(fr.p) =7(P) — 7(Ps)
div(l) = (iP) + (jP) + (R) — 3(Px)
div(v) = (R) + ((i + j)P) — 2(Px)

fivip = fipfipr
Proof. The results are simple rewritings of divisors:
o First result

div(frp) =7r(P) — (rP) — (r — 1)(Px)
=7r(P)— (Px) — (r —1)(Px) as P is an r-torsion point on E
o Second result
By definition, div(l) = » pcpordp(l)(P). [ is the line through iP, jP

and it crosses E only once in R. All these zeros have order 1. Moreover,
P, is a pole of order three.

o Third result
Similarly, v is the line through R and P, therefore v crosses E in another
point which is by definition (¢ + j)P. This gives div(v) = (Px) + (R) +
((1+5)P) = 3(P)
o Fourth result
div(f; p) + div(f; p) + div(l) — div(v)
= (i(P) = (iP) = (i1 = 1)(Px)) + (J(P) = (GP) = (j = D(Pe)) +

((iP) + (GP) + (R) = 3(Po)) = (R) + (i + 1) P) — 2(Peo))
=(+7)(P)—((i+7)P)— (i+ 7 — 1)(Px) after reorganization on terms

= div(fit;.p)

Lemma 5. Let m and n be two integers and P a point on FE,

fmn,P = f;bz,an,mP

Proof.
div(fy p) + div(famp) = n(m(P) — (mP) — (m — 1)(Px)) + (n(mP) — (nmP) — (n — 1)(Px))

= nm(P) — (nmP) — (n(m —1) + (n —1))(Px)
=nm(P) — (nmP) — (nm — 1)(Px)
- diV(fnm,P)



Theorem 3. Let P be a point on E of order a prime integer r # q. Assum-
ing k > 1, let Q a point over Fyx such that m(Q) = qQ, Then P and Q are
eigenvectors of any other endomorphism of E.

5.5 Ionica-Joux pairing

In this section, we detail how to compute efficiently a Tate-like pairing on elliptic
curves that have an efficient endomorphism ¢, following the method introduced
by Ionicd and Joux [13].

Definition 22. Let R; and Ry be two points of an elliptic curve, we note their

correction :

_ lR17R2
COTTR,,Ry = 7@1{ "
1+ Ra2

where IR, r, is the line through Ry and Ry and vgr, 4R, the vertical line through
Ry + Rs.

Lemma 6. Let ¢ be an endomorphism of E of degree b, P and Q two points
on the curve E. Then, for any integer )\ the following equality is true up to a
constant :

-

o) (0(Q) = f3 p(Q) 11 corrp,k (Q) 1T corrapk (Q)

KeKer p\{Pso} KeKer ¢\ { Poo }

Proof. The basic layout of the proof is given in [13], we provide additional
details. We are interested in the zeros and poles of ¢*(fx 4(p)). By definition,

div(faep)) = Mo(P)) = (Ao(P)) — (A = 1)(P)
Therefore,

e Qis a zero of ¢*(f 4(py) if and only if $(Q) is a zero of f 4(py. There is
only one such zero : ¢(P) of order X. Therefore, Q is a zero of ¢*(fx 4(p))
if and only if @ = P + K with K € Ker ¢. Similarly to ¢(P), it has order
A

e @ is a pole of ¢*(fy ¢(p)) if and only if #(Q) is a pole of fy 4py. There
are two possible such poles : A¢(P) of order 1 and P, of order (A — 1).
Therefore, Q is a pole of ¢*(f) ¢(py) if and only if Q@ = AP + K (of order
1) or Q = K (of order (A — 1)) with K € Ker ¢.

We know that

diV(lK’p) — diV(UK+p) = (K) + (P) — (K + P) - (Poo)
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So that we have the following :

div(e* (o)) = >, AMP+E)— > (AP+K)— Y (A-1)(K)

KeKer ¢ KeKer ¢ KeKer ¢
=X Y (P+E)-(K)— Y  (A\P+K)-(K))
KeKer ¢ KeKer ¢

=1 > ((P) Peo) = dw(“”’))— > (()\P)—(Poo)—div(lK”\P

VK+P

KeKer ¢ KeKer ¢

UK+AP

=\ Z ((P) — (Px) — div(corrpi)) — Z ((AP) — (Px) — div(corrap,i))

KeKer ¢ KeKer ¢

=b(AP)— (AP)— (A—=1)(Px)) Z ((=Adiv(corrp k) + div(corrap,x))

KeKer ¢

=b-div(frp) — - div [T  corpx | +div 11
KeKer p\{ P} KeKer p\{P}

O

Theorem 4. Let E be an elliptic curve over a finite field Fy, r a prime number
such that r | #E(F,), k the embedding degree with respect to r. Let ¢ be an effi-
ciently computable separable endomorphism of E, whose characteristic equation
is X2 4+aX +b=0.

Let Gy and Go be the subgroups of order r whose elements are eigenvectors
of ¢ defined over F(q) and F(q*) respectively. Let )\ be the eigenvalue of ¢ on
Gy, verifying A 4+ aX + b = cr with v { bc. Then the map ay(.,.) : G1 x Gy —
F?/(Fy)" is a bilinear non-degenerate pairing :

ag(P,Q) = FLH(Q) 3 p(A(Q)) farr(dQ) fo.p(bQ)x

—a
1T corrp i ($(Q)) 1T corrap i ($(Q)) | x
KeKerp\{Poo} KeKer¢\{Ps}
corrz p.axp(bQ)lx2 prarppp (bQ)

A proof can be found in [13]. This last theorem provides us with a pairing
linked to the Tate pairing.

5.6 Miller’s algorithm

Let E be an elliptic curve given by y? = z2 + ax + b, defined over a finite field
F,. Let r be a large prime number dividing #E(F,) and k be the corresponding
embedding degree. Let P be an r-torsion point, and denote by f; p the function
with divisor

div(fi.p) = i(P) = (iP) — (i — 1)(Px)

Note that div(f, p) = r(P) — r(O) (Lemma 1). Suppose we want to compute
the sum of ¢P and jP: the line [ connects these two point and crosses the curve
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on a third point R, while the vertical line v connects R and the desired point.
The corresponding divisors are

div(l) = (iP) + (jP) + (R) — 3(Px)
div(v) = (R) + ((i + j)P) — 2(Px)

The following relation (“Miller’s equation”) holds

l
ﬂ%P:ﬂfﬁP;

Suppose we want to compute f, p(Q), this provides us with an iterative
method: at step ¢, we can compute mP (where m is the integer with binary
expansion given by the ¢ topmost bits or r), and in the same time compute
fm,p(Q) with the formula above. This is essentially Miller’s algorithm for the
Tate pairing ¢,.(P, Q).

Algorithm 5 Miller’s algorithm for the Tate pairing

i < |logy 7|
K+ P
f+1
while i >1 do
Compute equations of [ and v appearing in the doubling of K
K+ QIl(
o
if the i-th bit of 7 is 1 then

Compute equations of [ and v that appear in the addition P + K

K+ Pz + K
i
end if
1 1—1
end while
return f

30



Chapter 6

Efficient pairing computation
for Barreto-Naehrig curves of
embedding degree k£ = 12

In this chapter, we consider a certain family of elliptic curves introduced by
Barreto and Naehrig in 2006 [1] which have an embedding degree k = 12. These
curves are especially well suited for pairing-based cryptography. We extend the
method of Scott [24] and Ionicd-Joux [13] to efficient pairing computation on
these curves.

6.1 Barreto-Naehrig curves

Barreto and Naehrig introduced a new type of curves [1] :

Definition 23. A BN curve is an elliptic curve Ey, of the form y*> = z3 + b
defined over F), such that b # 0 and n = #Ey(Fp,) and n, q ad t (the trace of
the frobenius) are given by :

q = q(u) = 36u* + 36u® + 24u® + 6u + 1
n = n(u) = 36u? + 36u” + 18u* + 6u + 1
t=t(u) =62%+1

Such a curve has embedding degree 12.

Whereas the Cocks-Pinch method (see section 5.3.2) gives curves with p ~ 2,
the BN construction gives curves with p ~ 1 which is a lot more efficient.

Example (160 bits BN curve of prime order p and k = 12) [1]

p = 1461501624496790265145448589920785493717258890819
n = 1461501624496790265145447380994971188499300027613
t = 1208925814305217958863207

b=3

y =2
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Algorithm 6 Barreto-Naehrig algorithm [1] (see appendix A)

m is the approximate size desired for the curve order (in bits)
P(z) = 362* + 3623 + 2422 + 62 + 1
Compute the smallest  ~ 2"/4 such that [log, P(—2)] = m
loop
t+ 622 +1
p < P(-x)
n—p+1l-—t
if p and n are prime then
exit loop
end if
p <+ P(x)
n—p+1l-—t
if p and n are prime then
exit loop
end if
r—ax+1
end loop
b<+0
repeat
repeat
b—b+1
until b + 1 is a quadratic residue mod p
Compute y such that y> = b+ 1 (mod p)
G + (1,y) on the curve E : y?> =23 + b
until nG = P,
return p,n,b,y
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6.2 Efficient endomorphims on BN curves
We have an obvious endomorphism on a BN curve E of equation y? = 2% + b :
¢ (z,y) = (bz,y)
with 8 a non-trivial cube root of unity. Its characteristic equation is
P +¢+1=0

An eigenvalue \ verifies the equation A\ + X\ + 1 = cr.

Example As an example, we consider the curve of the previous section E :
y* = 23 + 3 defined over the finite field F,, where

p = 1461501624496790265145448589920785493717258890819
A non-trivial root of unity in this field is

B8 = 2923003248995208495450923854321783187178438239430
Corresponding values of A, ¢ and r are:

r=n = 1461501624496790265145447380994971188499300027613
c=2
A = 187659270257192420140128694203749166360656435260

computed with Sage.

6.3 Pairing computation

Pairings can now be computed, keeping in mind that the conditions r | #E(F,)
and r 1 be are satisfied, using the main theorem of section 5.5 along with the
natural efficien endomorphism of BN curves given in the section 6.2.

The result of this computation is a power of the Tate pairing, and the com-
putation itselfs takes advantage of the endomorphism.

Example On the curve of the previous section, which has embedding degree
k = 12, we consider two points of order n :

P=(1,2)
Q = (3255930320049722182981478447479429177, 1461501624496790265145447380994971188499300027611)

Performing the full computation on these points yields their Ionica-Joux pairing

a(P, Q) = 2923003248996836460610944484172923855446079484403
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6.4 Future work and perspectives

We provided a construction that enables efficient pairing computation on Barreto-
Naehrig elliptic curves with embedding degree 12, which results in speeding up a

key operation in cryptographic protocols, on curves that have interesting math-

ematical properties from a security perspective. This work focused on a variant

of the Tate pairing developped by Ionicd and Joux.

Other pairings (Ate and Eta pairings) exist, and might be relevant. However
we consider some other directions to be especially interesting, and recent works
could certainly enrich our approach.

In [22], the notion of skew Frobenius map is introduced. We have already
mentionned in 3.5.3 the Frobenius endomorphism. The computation can be
improved by working in the dual world when there exist known endomorphism
that allow to go from normal operations on curves to their duals. We have only
concentrated on elliptic curves and pairings that could be defined directly on
these curves, maybe that we could gain by also working with duals.

In [23], the key idea is to parallelize the computation of a particular pairing
by writing it as products of two different functions that do not depend on
each other. This idea has been applied successfully on BN curves and on some
curves of degree 8 which has lead to algorithms allowing to compute pairings.
In both cases a speed-up in the computation of pairings has been observed. An
interesting way of dwelling further into this problem would be to apply the same
idea to parallelize the algorithm we have developped based on [13] (if possible).

These two ideas rely on further constructions. We have introduced the GLV
method in 4. It is used by Scott and Galbraith in [10] to work more quickly
directly in Go and Gp when computing a pairing G; X Go — Gp. This should
be easily applied in order to improve the time needed for computing pairings.
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Appendix A

Implementation of the
Barreto-Naehrig algorithm

We implemented the Barreto-Naehrig algorithm (see section 6.1) for elliptic
curve generation in Sage [27]. It searches for an elliptic curve of order roughly
m bits long, and outputs p, n, b, y, such that y?> = 2® + b has order n over F,
and G = (1,y) is a generator of the curve.

def

def

getEllipticCurve (K, b):

)23

Construct an elliptic curve of the form
y~ 2 = x"3 + b

on the field K

20

return EllipticCurve(X, [0, b]l);

BarretoNaehrig(m, max_iter = 1000):
200
Constructs a [BNO6] curve of order p, where
P is roughly m bits long
230
def P(x):
return 36%(x)~4 + 36*x(x)"3 + 24x%x(x)"2 + 6*x(x) + 1;

print "Looking for x..."
var(’x’)
X = floor(find_root(ceil(log(P(-x))/1log(2)) == m, 0, 2*x2~(m/4)))

print "Looking for p and n..."
for i in range(max_iter):

t =6 x X°2 + 1

p = P(-X)

n=p+1 -1t

if is_prime(p) and is_prime(n):
break

p = P(X)

n=p+1 -1t

if is_prime(p) and is_prime(n):
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62
63
64
65
66
67
68
69
70
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break

X =X+ 1

if not (is_prime(p)) or not (is_prime(n)):

print "An error occured,
print

return

b =0
while 1:

print "Starting loop"

print "\tLooking for b..
while b < p:
b=>b+1

"Increase max_iter"
"An error occurred"

P or n is not a prime

"

"

number _of_roots = 1 + legendre_symbol(b+1, p)
if number_of_roots > O:

break
== P:
print
break
print "\tFound b = ", b

if b

print "\tLooking for y..
found = False

for y in [1..p]:
modl = y~2 % p
mod2 = (b+1) % p
if (modl == mod2):
found = True
break

if not found:
print
break
print "\tFound y = ", y

"A problem occurred...

"A problem occurred...

No b found"

No y found"

E = getEllipticCurve(GF(p), b)

G E([1,
if nxG
print
return p,
print "nG

y1)

0*xG:

"Curve found
n, b,
infinity,

return "An error occured'

# Generate curve parameters
p, n, b, y = BarretoNaehrig(10)
E = getEllipticCurve(GF(p), b)
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92
93
94
95
96
97
98
99
100
101

P = E([1, yI)
print E

# Checking
print E.cardinality ()

print E.trace_of_frobenius ()

print P.order ()

# Mugshot
plot (E)
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